Industrial wireless is a potential networking solution in many scenarios due to its fexibility and ease of communications in harsh environments. Industrial wireless in gas-sensing and air-quality monitoring applications is essential when wired communications cannot perform the task safely and effectively. A major example of such environments is confned spaces where attaching mobile gas sensors with wires is a major concern for safety and cannot be deployed in some cases. At the National Institute of Standards and Technology (NIST), we developed an end-to-end characterization method for industrial wireless networks. We employed this characterization method to study the end-to-end error and delay performance for a confned-space gas-sensing scenario. We have built the scenario using the NIST industrial wireless test bed, which includes ISA100.11a wireless devices, a channel emulator, and a high-performance programmable logic controller (PLC), where the physical process is simulated. In this work, we studied the effects of the size of the confned space, the relaying, input signal rate, and the impact of the existing workers in the confned space.
1. Introduction
Industrial Wireless Applications
The Industrial Internet of Things (IIoT) aims to achieve lower deployment costs, increased effciency of operation, and improved mobility of the industrial environment. Industrial wireless is a key technology for IIoT. Wired solutions require expensive cables, conduits, and labor to install, making wired solutions uneconomical, and in many cases environmental conditions make installation of cables impractical. Hence, wireless solutions may be advantageous to manufacturing operations [1] .
Industrial wireless can be deployed in various use cases with different constraints and different requirements. The problem space for industrial wireless has been categorized in Ref. [2] to the following application areas: instrumentation, personnel safety, back-haul connectivity, tracking, surveillance, remote assets, and maintenance support. For each of these areas, different wireless technologies could be deployed. The applicability of various technologies to the corresponding application areas has been discussed in many articles, such as Refs. [2] [3] [4] . 1 wireless networking aspects on the gas-sensing safety requirements. In this work, we tested the applicability of using wireless sensing in gas-level detection in confned spaces. We focused on the use of ISA100.11a wireless nodes 1 to transmit a typical accumulating carbon monoxide (CO) gas concentration signal. We characterized the performance of the deployed wireless system by calculating the end-to-end delay and error in the transmitted signals. We also used a channel emulator to generate confned-space wireless channel effects on the signals. We studied the effects of various system parameters on the performance to generally assess the use of wireless communications in confned spaces for gas monitoring.
Previous Work
The problem of studying the performance of industrial wireless networks has been approached from different viewpoints previously. First, simulations of industrial wireless networks have been conducted to study various performance measures, such as in Refs. [1, [11] [12] [13] [14] . Second, the performance has been measured using hardware experiments, as in Refs. [15] [16] [17] [18] [19] [20] [21] [22] .
In simulation-based performance analyses, the packet-level measures are easily monitored throughout the simulation. In Ref. [1] , a simulation framework was introduced for using a WirelessHART communication network in a process control system where all packet-level parameters were controlled and monitored. In Refs. [11, 12] , the use of various simulation packages for simulating wireless networks in cyber-physical systems was considered. Moreover, in Ref. [13] , an ISA100.11a system was studied where the effects of various network parameters were considered by evaluating packet-level measures, such as throughput, average delay, and energy consumption. Finally, in Ref. [14] , the reliability of an industrial wireless network was studied by measuring the communication latency and stability on the packet level.
On the other hand, hardware analyzing or testing tools can be used to monitor packet-level measures [15] , while network performance can be studied for compatible hardware experiments. In Refs. [16, 17] , a self-developed wireless network was used to monitor a turbine power-generation system. In Refs. [18, 19] , IEEE 802.15.4a development boards were used as the network devices, where confguration and monitoring could be easily done through an attached computer. Similarly, in Ref. [20] , single-hop transmissions were evaluated using accessible hardware where packets were controlled. Also, in Ref. [21] , wireless stations that were compliant with both IEEE 802.11g and IEEE 802.11e specifcations were used for wireless communications, where the response time was measured in a four-node network. Finally, in Ref. [22] , Zigbee programmable nodes were used in communications.
In Refs. [23] [24] [25] [26] [27] , the use of wireless gas sensing was introduced in various scenarios. In Ref. [23] , a wireless gas sensor was introduced as an example of the smart-sensing applications, where the sensor is able to sense various types of gases, store data, and generate alarms through the integration of a microprocessor. In Ref. [24] , a long-term air-quality monitoring test bed was built and evaluated. A wireless IEEE 802.15.4-based node was continuously operated and it was compared to a standard non-wireless air-quality monitoring system. In Ref. [25] , an experimental setup of a sensor-actuator system for gas detection and control was introduced. The system used wireless sensors and actuators that deployed the Zigbee standard with the BACnet building automation protocol. In Ref. [26] , the use of wireless gas sensing was discussed in industrial environments. Those authors justifed the importance of wireless gas-sensing networks due to the ease of installation and the low cost of maintenance. Finally, in Ref. [27] , the use of wireless gas sensing was proposed for underground gold and platinum mines to improve gas detection capabilities, because the existence of methane gas in these mines can cause fres and toxicity. 1 Certain commercial equipment, instruments, or materials are identifed in this paper in order to specify the experimental procedure adequately. Such identifcation is not intended to imply recommendation or endorsement by the National Institute of Standards and Technology, nor does it imply that the materials or equipment identifed are necessarily the best available for the purpose.
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Contributions and Organization
Our contributions in this work can be summarized as follows:
• We tested and analyzed the performance of a commercial ISA100.11a network as an example of industrial wireless technologies in a gas-sensing safety application. We employed a hardware-in-loop (HIL) simulator for the studied scenario, including a channel emulator to capture the confned-space channel impact.
• We characterized the end-to-end performance of the wireless network by studying the error, delay, and the input-output cross-correlation. We discuss the applicability of the industrial wireless solution at various system settings.
• We assessed the effects of different network parameters including relaying, the input signal rate, the size of the confned space, the type of input signal, and the existence of workers in the confned space.
The rest of the paper is organized as follows. In Sec. 2, we describe the general system model, the testbed used for the study, and the tested channel models. In Sec. 3, we detail the proposed test method and the various performance criteria used. Then, in Sec. 4, we discuss the experimental results and industrial network characterization. In Sec. 5, we draw some conclusions.
System Model

Physical System Model
In this study, we considered the case of welding a tank where the welding process produces gases in rates that are generally nonhazardous. In confned spaces, gas accumulations may lead to an increased concentration level of these gases, which may lead to high-risk situations [28, 29] . Specifcally, the welding smoke can be extremely toxic, because it contains many substances, such as chromium, nickel, arsenic, asbestos, manganese, silica, beryllium, cadmium, nitrogen oxides, phosgene, acrolein, fuorine compounds, carbon monoxide, cobalt, copper, lead, ozone, selenium, and zinc. A case study in which CO became dangerous and life-threatening was discussed in Ref. [30] .
The existence of CO at high concentrations can lead to poisoning of humans and increased risk of fre and explosion. For a gas to lead to a fre or an explosion, it has to be in the range between the lower explosive limit (LEL) and the upper explosive limit (UEL), which are 12.5 % and 74 % of the volume, respectively, for CO. Moreover, the permissible exposure limit (PEL) of CO is 25 parts per million (ppm), which defnes a threshold for alarming a worker to vacate from the confned space.
The considered scenario is shown in Fig. 1 . There is a cylindrical tank with a diameter H and a length X, and another cylindrical manhole with height D connects the tank to the outer open space. An ISA100.11a gas sensor is attached at the welding position (A) to measure the CO level at this point. Another ISA100.11a gas sensor is positioned at the manhole end at the tank side (B). The ISA100.11a access point (AP) is positioned at the other end of the manhole (C) to have a line-of-sight (LOS) channel with the ISA100.11a node at B.
Simulation Architecture
Performance evaluation was conducted in an industrial wireless continuous process test bed. The test bed is a reconfgurable platform that was designed to evaluate the effects of wireless communications on a continuous process system. The test bed includes a high-performance programmable logic controller (PLC), where signals are produced. These signals represent typical signals in a certain industrial plant. As an The wireless network is composed of wireless ISA100.11a sensors and an AP. In the test bed, we employed a channel emulator in order to include industrial environment effects in wireless transmissions. A radio frequency channel emulator was used that is capable of replicating the multi-path and path loss environment for a mesh network of up to 8 physical nodes and 56 virtual links between those nodes. The channel emulator was an RFnest D508, and the corresponding software is RFview [31] . The channel emulator supports an instantaneous bandwidth of 250 MHz (4 ns tap spacing) with an effective dynamic range of 73 dB, which includes all analog and digital realization impacts. The emulator is controlled by a nearby computer, which loads the path loss model and channel impulse response for each communications link. The transmitted signal is received by a wireless gateway.
Channel Models and Integration
Generally, industrial wireless environments can be harsh, because the surroundings are typically highly refective, thereby creating signifcant multipath effects. Hence, it is important to deploy testing over the industrial wireless channels. In this subsection, we briefy describe the channel models that were considered in this work. We also describe the application of these models using the channel emulator.
Based on node positions, LOS and non-LOS (NLOS) channels may exist. The links between the positions A-B and B-C have LOS channels, while the link A-C has a NLOS channel, except when D = 0.
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LOS channels are typically characterized, compared to NLOS channels, by a lower loss exponent and a channel impulse response (CIR) with more energy on the frst peak (higher K-factor). First, we considered the benchmark channel with log-distance path loss and ideal CIR, which has no multipath. Second, we considered a measured delay profle of a confned space where the CIR was experimentally measured and processed using the channel emulator and to refect the confned-space industrial channel impact. Both LOS and NLOS CIRs were measured in this case. While deploying the measured channels, the emulator produces random Rayleigh fading channels for the NLOS cases and random Rician fading channels for the LOS cases, following the injected CIRs. The ideal log-distance models have the same loss exponents as their counterpart measured channel models, but they have an ideal single-tap CIR.
Finally, the described channel models were applied using the channel emulator. The emulator implements a fnite impulse response (FIR) flter at its core. The computational limitations of the channel emulator constrain the FIR flter and the channel CIR to 13 taps. In order to use the obtained CIR for channel emulators, we used the technique introduced in Ref. [32] to both resample and reduce the number of the taps of the CIRs within the limitations of the emulator.
Test Method
In this section, we describe the proposed testing approach in this work. The primary objective of this approach was to evaluate the performance of a wireless network deployed in an industrial environment. We assessed the end-to-end performance of the industrial wireless network resulting from injecting various types of input signals. Specifcally as shown in Fig. 2 , we injected a known input signal and monitored the output of the wireless network at the point where it is considered to be usable by another network node. In the following subsections, we discuss the various types of input signals that were introduced into the wireless network. We also discuss the considered analysis tools and performance criteria for characterizing a general industrial wireless network.
Performance Criteria
We denote the input signal to the tested wireless network by x(t). This signal is an analog signal following the same characteristics of the electrical signals created by sensor nodes. The output signal is denoted by y(t), which is a delayed and distorted version of the input signal. We assume that the input signal 6
is delayed by d(t), which is a time-varying delay because of the time-varying nature of the channel and various system components. Hence, the output signal is expressed as
where n(t) is a noise term that includes all the distortion effects in the wireless network, such as the additive white Gaussian noise (AWGN) of the channel and domain interfaces, the multipath delay spread, the interference by all in-network and out-of-network nodes, quantization error, and sampling distortion. We defne the variable d˜ as the end-to-end estimated average delay of the wireless network. The variable d˜ is optimized to get the optimal delay estimate, which minimizes the normalized average absolute error of the signal. This calculated optimal delay represents a time alignment metric.
The error value is denoted by e(d˜) and is evaluated using the absolute value of the difference between y(t) and the delayed version of x(t) as follows
The optimal delay estimate, which is denoted by dˆ, is the value of d˜ that minimize the error function as follows dˆ= arg min e(d˜),
where T is the testing period. This obtained delay, dˆ, represents the most accurate time alignment metric that captures the time-varying delay of the signal and also the alteration in the signal shape due to various distortions effects. The value of error at dˆ is the minimum obtained error at the output signal. It can be defned as follows
Various types of sources can cause errors at the transferred signals over industrial wireless networks. These sources include sampling, quantization, background noise, and interference. Finally, the normalized cross-correlation β is used to assess the general distortion of the signal, including the time-jitter and error effects. The cross-correlation function is obtained by integrating the lag product of the input and output signals over the testing period T . The cross-correlation function is denoted by R(τ) and is calculated as follows
The value of β is evaluated by calculating the ratio between the peak of the R(τ) and the peak of the auto-correlation function of x(t). This ratio is denoted by β and is calculated as follows
The parameter β takes values between 0 and 1. When its value is closer to 1, it indicates that the delay estimation is reliable, the variance in delay is low, and the amount of error in the received signal is small.
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Input Signals
In order to quantify the error effects on the performance of an industrial network, an arbitrary input signal is injected at the transmitting node. The injected signal is selected to be similar to practical signals of the sensing node, for example, being a linear signal with certain slope, or a signal with a charging behavior to represent gas accumulations. First, we consider a ramp signal where the concentration of the CO increases with a fxed rate over time. The slope of the signal at the sensor node is fxed but can have multiple values based on the welding process. The ramp signal saturates at 75 ppm. Then, we consider a charge signal to represent the effect of gas accumulations in a confned space where the concentration of the CO increases with a fxed time constant that can have multiple values based on the welding process. The time constant is smaller when the accumulation of the gas is faster at the sensor node. The end-to-end performance of these signals can be representative of the reliability of the network in the case of transmitting gas concentration signals from confned spaces.
Results
In this section, we illustrate the use of the proposed test method on the described testbed. We consider the scenario shown in Fig. 1 with various systems settings. We consider two sizes for the tank; H = 3.3 m for both of them, and X takes the values {6, 12} m where these two sizes are denoted by "Small" and "Big", respectively. The height of the manhole D takes values of {0, 1, 2, 3, 4, 5} m. Two channel models are considered, the log-distance path loss channels with either ideal CIR or measured CIR, and they are denoted by "Log" and "Meas," respectively. The path loss exponents are 1.8 for LOS channels and 4.3 for the NLOS channels. Four different modes are considered: the relay does not exist, the relay exists with no humans inside the tank, the relay exists with one worker inside the tank, and the relay exists with two workers inside the tank. These modes are denoted by "Single," "Relay," "1 Human," and "2 Humans," respectively.
While running the simulations, the two types of input signals are denoted by "Linear" and "Charge." The linear signal takes the slope values of 1, 5, and 25 ppm/min, and the corresponding results are labeled by "Slope-1," "Slope-2," and "Slope-3," respectively. The Charge signals take the time constants of 8.33, 1.67, and 0.33 min for charging to the maximum of 75 ppm. The results are also labeled by "Slope-1," "Slope-2," and "Slope-3," respectively. Each of the simulations was run for 15 min. The LOS channels are time varying with Ricean distribution, while the NLOS channels follow a Rayleigh distribution. Having a single worker in the confned space is modeled by adding 10 dB of attenuation to the received signal [33] .
Single Node Performance
In this subsection, the performance of the case of point-to-point communications between the sensor node and the gateway is considered (Figs. 3-5) . The performance degrades signifcantly with increasing manhole height due to the poor NLOS characteristics. The signal is almost lost at D = 5 m for the larger tank, linear signal, and measured CIR. Whenever the signal is lost, the values of the three evaluated performance metrics become very poor. As an example, the end-to-end delay has a very high value, which means that output and input cannot be aligned.
Generally, the performance of the more realistic measured CIR is worse than the corresponding ideal CIR with no multipath due to the signal energy spread in the time domain. Also, the larger is the tank, the worse is the performance. In Fig. 4 , there is an initial delay difference of 4 s due to the size of the tank at D = 0 m. The main source of this difference in the time alignment metric is due to the increase in the packets drop rate during the transmission and hence more signal distortion in the larger tank. The change of propagation delay in both tanks is minimal.
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The performance of the linear signal is worse than the charge signal because of the longer portion of the charge at which the signal has very low rate, and so the steady-state error affects the signal for a longer period. In conclusion, the performance of no relaying topology is satisfactory for smaller tanks. Furthermore, the use of realistic CIR gives a better understanding of the system performance compared to the simple ideal CIR models. 
Effect of Input Signal Rate
In this subsection, we consider the effect of the input signal rate, which is represented by the slope of the linear signal or the time constant of the charge signal (Figs. 6-8 ). In the case of no relaying where the channel is poor, the increase of the linear signal slope increases the error signifcantly, as shown in Fig. 6 . The same behavior can be found in the normalized cross-correlation in Fig. 8 . On the other hand, the delay increases with decreasing slope, where slower signals have higher delay, as shown in Fig. 7 . The error and cross-correlation increases with slope are due to the increased signal rate, where the missed part of the signals between sampling instants is larger. However, the time alignment metric is smaller due to the larger steady-state part of the input signal,
In Tables 1-3 , the performance of the charge signal is shown for the big tank size. The delay performance is degraded signifcantly with manhole height, but error and cross-correlation are not similarly degraded. The results for the small tank size for both linear and charge signals are not shown for brevity; however, it was noticed that error and cross-correlation increased slightly with distance and with an increase of the input signal rate. The delay decreased with decrease of the input signal rate. 
Effect of Relaying
In this subsection, we consider the importance of adding a relay at the manhole opening to improve connectivity due to the poor system performance, especially for large tanks. In both ideal and measured CIRs, adding the relay allows all the performance criteria to maintain almost the same performance as the LOS point-to-point communications at D = 0 m, as shown in Figs. 9-11. A deeper look into the performance shown in Tables 4-15, demonstrates that there are very slight variations in the performance where the following behaviors are noticed.
The error and cross-correlation with relaying outperform the corresponding single node performance. On the contrary, the delay for the single node case is slightly lower because of the added delay due to two-hop transmissions. The change of delay is minor because the major delay component is the processing delay at the gateway. On all performance metrics, the performance degrades slightly with distance and by running the experiments using the measured CIR. The data for "Slope-1" and "Slope-3" were removed for brevity because similar behavior was captured in the performance metrics. 
Effect of Humans in the Confned Space
Finally, we consider the effect of having absorbers inside the confned space. These absorbers can practically represent workers inside the tank performing some task, such as welding, which may produce various types of gases. The performance metrics with one and two workers were compared to the benchmark system of an empty tank. In all cases, relaying was considered.
In Figs. 12-14, the performance degrades for the case of two workers. However, the performance is still much better compared to the single node scenario. The assumption of fxed attenuation makes the performance have minor variations against the manhole height.
In Tables 16-18 , similar behavior is shown for both small and big tanks, and linear and charge input signals. Having more absorbers inside a confned space may degrade the performance signifcantly, and hence more relays can be added. Furthermore, ISA100.11a sensor nodes have relaying capabilities, and so distributed sensor networks can be benefcial for achieving the required connectivity in confned spaces. The data for "Slope-1" and "Slope-3" were removed for brevity because similar behavior was noticed in the performance.
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Conclusions
In this paper, we studied the performance of industrial wireless networks operating in a confned space, where the use case of gas sensing was considered. We employed an HIL test bed where the measured CIR of a confned space is used through a channel emulator. By building such an industrial test bed with an ISA100.11a-based wireless sensor network and a channel emulator to mimic various industrial environmental effects, we were able to study the performance of an industrial wireless network in a realistic setting. We considered three end-to-end performance criteria, namely, the normalized average absolute error, the average delay, and normalized peak cross-correlation. Practical input signals were injected to the gas sensor, and the received signal characteristics were evaluated.
First, we have shown that the single sensor case can have a satisfactory performance for smaller confned spaces with or without the existence of LOS. Relaying is needed for NLOS scenarios with longer distances between the sensor and the gateway. Relaying was able to achieve a very close performance to the LOS single-link case. However, the relaying can add negligible end-to-end delay for two-hop networks. This delay is expected to become worse with an increase in the number of hops. We have shown the robustness of the tested system for various input signal rates. Finally, in the case where workers (absorbers) exist inside a confned space close to the sensor node, path redundancy may be required to overcome the attenuation of the transmitted signals.
